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.NET
Framework

Microsoft Visual
istri Windows
C++ Redistributable

Packages for Visual 10 |
Studio

Adobe
Microsoft Visual Acrobat

C++ Redistributable DC
for Visual W

Medical
Device 2

Java

=

K5 E&E#E2 (Medical Device2) 7 —*FF727F v — (R

=5 [E&EHIE (Medical Device 2) @ SBOM #RERATRLFA X =2

47540 —|avd—zta|D: 24 L35

51158825217 2021-08-19
1 MDM1 Medical Device 2 2.5.9 suppller/MDMl/MedlcaI cbfl1a766bch2 primary MDM1 T08:14:017
Device 2@2.5.9 fddd14 Sheatt
pkg 45e047fh6499 3
. . ' . ] Included in . 2021-01-21
2 Microsoft Windows 10 1903 supplier/Microsoft/Windo d977f76¢309c6 . Microsoft e
ws 10@1903 1a9¢c752 id#1 103:14:07Z
pkg 7c853ca88d4a a 01
3 Microsoft .NET Framework 4.5.2 supplier/Microsoft/.NET  ¢7306cccl867 !gglzuded L0 Microsoft %-?)%1521001;
Framework@4.5.2 939f7795 ' s
ME :hﬁplier/Microsoﬂ/Micros
C++ ; 0b84c271cafle :
. s 2013 oft Visual C++ Included in . 2015-08-11
4 Microsoft Redistributable update_5 Redistributable Packages gégigggdcceS id#2 Microsofi T05:54:00Z
Packages for - for Visual Studio@2013
Visual Studio update_5
A = pkg
g/l::losoft i 2012 supplier/Microsoft/Micros 8e23859aaalbf Tl i 2014-01-14
5 Microsoft Redistributabl date 5 oft Visual C++ f537016c237a8 id#2 Microsoft T05:54:007Z
edistributable  Update_ Redistributable for Visual  df1289 i :54:
for Visual Studio Studio@2012 update_5
kg 32b39efdfd24f -
Adobe Acrobat Pke Included in 2021-01-19
6 Adobe 19.008 supplier/Adobe/Adobe  ¢1c¢655¢4245d . MDM1 e
bC Acrobat DC@19.008 5lee722 id#1 T03:14:072
. 58d4ffc200bdf .
1.8.0 pkg supplier/Oracle/Java Included in 2017-12-21
[ [Qiaele Jei U update_191  UREX@L8.0update_to1 La00fd2(3903b ) MDM1  T03.14:072

FEE 6T IEY T I AV Do AF LIBERTIEAL, BERTEENY —LFEICK > THBIZER
ICEDWTERL7BITH D, ZDf-®, 1FREZ MDM1 & LTW5,
Z Tz, EE#AFE LT purl (Package URL) #fERALTWS, Z Dl CPE
(Common Platform Enumeration) Ex2FHW5558HH 5,
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1)

EEC

2)
3)

10)

11)
12)

X )

IMDRF, N60:2020 Principles and Practices for Medical Device Cybersecurity

HISHRIE, EERBREEMREMF—LR—UDNOAFTE S,
https://dmd.nihs.go.jp/cybersecurity/IMDRF_Guidance_Japanese_version.pdf

ANSI/NEMA. HN 1-2019 Manufacturer Disclosure Statement for Medical Device Security

[EC. IEC TR 80001-2-2:2012 Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical device
security needs, risks and controls

HABER S, JIST 2304:2017 EE#ERY 7 b7 27 -V 7 b7 7747947070 €X
[EC. IEC 62304:2006+A1:2015 Medical device software — Software life cycle processes

AAMI, AAMI TIR 57:2016 Principles For Medical Device Security - Risk Management

AAMI. AAMITIR 97:2019, Principles for medical device security — Postmarket risk management
for device manufacturers

BHAMEEHRE, JIS Z8051:2015 Z2fA|E — RBIE~DEAIRE
ISO/IEC. ISO/IEC GUIDE 51:2014 Safety aspects — Guidelines for their inclusion in Standards

HAMEG =, JIST 0063:2020 EFEHKRICH T2 LZ2AEOHAEKROEADIEE
ISO/IEC. ISO/IEC Guide 63:2019 Guide to the development and inclusion of aspects of safety
in International Standards for medical devices

HABRKH=, JIST 14971:2020 EFE#IR— Y R/ R I X v b DEEEIRA~OEA
ISO, 1SO 14971:2019 Medical devices — Application of risk management to medical devices

HAMEHG =, TRT 24971:2020 EfEHss —JIS T 14971 @A OIEE
ISO. ISO/TR 24971:2020 Medical devices — Guidance on the application of ISO 14971

NIST. Cybersecurity Framework 2018

NIST . Mitigating the Risk of Software Vulnerabilities by Adopting a Secure Software
Development Framework (SSDF) 2020

HSCC/JCWG, MEDICAL DEVICE AND HEALTH IT JOINT SECURITY PLAN 2019
https://healthsectorcouncil.org/the—joint—security—plan/

IPA, RESSMEXTALIC A 7= mBARER T A4~ 2020
MITRE, Rubric for Applying CVSS to Medical Devices 2019

IPA. FE35MEE2HTH — E X https://www.ipa.go.jp/files/000067318.pdf
NTIA., How to Guide for SBOM Generation 2021

NTIA. Framing Software Component Transparency: Establishing a Common Software Bill of
Materials (SBOM) Second Edition 2021

NTIA. The Minimum Elements For a Software Bill of Materials (SBOM) 2021

34



https://www.ajha.or.jp/topics/admininfo/

20) IMDRF. N70 Principles and Practices for the Cybersecurity of Legacy Medical Devices

21) IMDRF. N73 Principles and Practices for Software Bill of Materials for Medical Device
Cybersecurity

22) JAHIS, 22-001 UE—rH—ERtEFx2UF4HARKT4> Ver. 3.12022
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1 RERUVSEEE (A1+FIE)
2

A+ EELI-AE ag::!

B

» Tv7T—F IMDRF 44 &> ZFiR
BRI 7 b 2 7 e RWRE LIBE. FH BRXIET2MICET 2EE &Y
ERRL JISX0161:2008 ICHRET 2V 7 b7z TIRSFEBNICHEKT 5,
ER 2. Ty 7T M, Ry FRUOREEELNEEND,
ER3 BROERUVREMICET 2EBIIHREERERFICAA 272V 7 b7 2 T7OH
RTHb, "

Z MDS2 (BEFREICLIEEER X2V T HATE) ANSI/NEMA HN 1-2019
Manufacturer Disclosure Statement for Medical Device Security
EEESREEZEED. NIRRT TEEEICNL X2V T BEBRZHETT S
T-ODEEFEAETRET 2 F 12U T 1EEE, KEITBWLT HIPAA EICHITS
¥ UTFTARBAIED=H, HIMSS Y2004 £ 12 BICERR. "Nk L7=T7> 7L
— FXEDOZ LT, 2019 FICRHRASDFH S NIz, MDS2 1, EEKE & SR
XELOBOBREFTY—ILELTEEL, LLAERINTWS,
—HFEANBARBEREREY R T LTES (JIRA) OR—L_R—I(CHREH
https://www.jira-net.or.jp/publishing/security.html

(ZZ1ER)

MDS (BEXREICLZERFEHRE* 22U T 1 HATE) JAHIS/JIRA
Manufacturer Disclosure Statement for Medical Information Security [BEEEE/H—EXE
MDS l&. EEFBE [EEBE AT LOREEBICBES 241 P74V ] ~0H | #£5(c L 2ERERE
GHERTI-O, EEERBREECERBR AT LOEEEEDN, BHIIEEBR| 2V 71 BRrZ]
VATLDOEF )T AICBELT, ANVRT TEEE (EREE) ICBEIBERER | 54 F Verd0
Y HEEENTH D, MDS2 LiF. BH. EREENIRL D, EREESKEEET
EEER AT LDOERLF 1) T A OBEEAIXEL LTHLLNTL S,

n e ISO/IEC 29167-19:2016
T = ZDUERL, REXIFREFEIN/E, RELAFEICLYVEEINTLARWEE
AT JIS Q 27000:2019
BRETBILVTATANDT 72 AROMERDATEEME

& Ak JIS Q 27000:2019
RAIINTUWERWEAN, TVyTF4 74 XIE7RERICHL T, BHREBRES. &
A E4H0WEY
Z8 JIST 81001-1:2022
tF2UT4ZEFREL. BREEOEERM. T2, TTRAMICHT 2EBFL5 ik
ZIRIBEED H BRI, BB, TTANIEERYHIGEICEET S, XU T4
B oA EM
BRETVVS ISO 24765:2017,
T— X OHIR, BN, WEXIEY - EREBFOE T AT LICEE® S5 X 2851 | modified — replaced
DHBHRAREERERSHICT 27O DERINARHERE “harm” with “damage”

JIST81001-5-1 [REL V)
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EELT

HiBMEIFETMES X 7L (CVSS)

B AT LOREBEICHT 24— 7 TLANATEMFEETHY . XX —ITK
FLAWHBOFMAEZIRE, CVSS ZAHWS &, MBEDRLIEEZR—OHEE
DT TEENICLEAIRETH B,

IPA  FHBAESIERHE S R 7 L CVSS v3 #ak
https://www.ipa.go.jp/security/vuln/CVSSv3.html
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W
BEOHE, RE. AT A, B9, A, XEFBAshTWELWTI7E22ELL
T EAR DA

JIS Q 27000:2019

A nR—€Fa T4

BBEEOY AT LAHWRELRES (RNEAT7 7R, A, BR. Tl &, BiE
%) hroRESNTEY, HERNE, B2 TRAMICEBTRIUXIATATHA S
IVRRITE > T2RTREL L NILICHE I N TV 3K

JIS T 81001-1:2022.
IMDRF #4 &~ Z#1:R
LY
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HEDZATHATNLIZHENT, BEEENLTOYR— MNESZHILET 25,
P—EXHR—FE, COBEEBRIAEL,

IMDRF 774 & > 1R
&0

BE
BA. HEBXIEBUFICE > TlEOH 2. MEHNIET VAL EAOT YT 474

ISO/IEC JTC 1/SC 41
NO317, 2017-11-12

EHEREE 2 1#E3 (Information Sharing and Analysis Organizations : ISAO)
YAN—tFx 27 (BEEBFROINE. 2. HEROREEDLDICKRESI NI
o BEHRFTEED ISAQ ITEBMICSNT 22 & T, FRELDERKCRAEZS
CEREZBL T, YA NN—tF 2V 71 OFHEICERIICIRY ER EREZR/N
BRICHIZ 22 & T, b3, EEMSBRII1=T4, BEE - AREEPH2XIET
CENFBEETH D, BHREBE DIt &% — (Information Sharing and Analysis
Centers : ISAC) &MEENZHEME H D,

BRI MM & L T, H-ISAC (Health Information Sharing and Analysis
Center:https://h-isac.org/) % %, EARTIE, NISC (REHY A N—t*2 VU T«
T R=) (L TUBEN > BEREBEB L T2 —D VO EDERE T4 — (F
BB BAERRSBHRY X7 L8) 55, EEERTJAHIS (—BAMEARE
EERUBHE I R TLIESR) AT —N"—LTSMLTHY, ZOEMEHA
EEUOMBLEIERC S 2—DY A N\~ Fx 2 ) T+ BEREFATE S,

BAREBR (REFL—2avyFR})

BARBRIZEBOY — NP2y F T =7 X T LI L THEENERITEAT
ERENEINEVIRICEB L TREZITY, ZTD7=H, BALOYXT LILERE
LTWABADOMESEEZIE-7-Y ., RERETORNMEEZE WY LTERET S L

127 %,
IPA  https://www.ipa.go.jp/security/vuln/fuzz_fag.html
EHIER JIST81001-5-1 R & ¥

Mﬁbgkéﬂéxugﬁvmwm EH (BHLL RS BENL R, XIEZD
W) NMEZIEMCHIEREAKRRTIBHEETILOESR

ER 1L EROFEREICNT 2 EBEBROERA H =X LT, BF., i Bz
%vvyy-vxﬁyz\NZV—F\E%%ERH?Q&wg%L@i?%%@
fT5 (1§'Jici\ FoEZRaAybo—il—IL) ERH 5,

IR 2T —RICH T BEEEROERA H =X LIE, BF. V— XTI 1z
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T&L7-FE

t 8

He55 1%
VRTFLDEF AT AR —EWBIODICBRAINDAREEOH D, VAT L
DE&ET. EENILER - BREICB T RIBEXIEES

—DULEDERICE > TRAINDAIRREDH 2 EEXIIEEBEDOFR

JIS T 81001-1:2022

JIS Q 27000:2019

tFXa2VTATERAYF U~

RDE S RIERZRMT D,

MRS D W —RIBEITICET 2Bt TEHERICKRELRELZEX D
HD

- BHBEEDEIBIEICEY 21RO, B0

CFREBEEY 2 —AMEREN T A WSS IEICEET 2B

REEHRT (End of Life : EOL)
HEDTATHAINLIIBENWT, WEEENED-BNHARZBR -EHRORTE%L
BTL, BRICOVWTERA EOL 7O+ (BE~DBMNE) #EHT A,

IMDRF # 4 &> Z#1:R
LY

HREHYRZ7aAY FA—LFE (HENFER)
BESRRH D —E e L TCERINB YR 7Oy FO—ILFBRBORZLE LT, XiEFN
AEEEINEWNSEICERSINZFEOY X7y bA—IILFE

AAMI TIR97:2019

PSIRT

HEREAIRET 2HROMRBEICERRT 2 Y X 7T 5 7-0 OB, B
HEOEBEEA~DORL, BEOLtF2U 74 REEE - MEZ WS L-ER
JPCERT/CC https://www.jpcert.or.jp/research/psirtSF.html
(—MEEAIYE2a—% Y 7 b7z T7iHE. JPCERT/CC)
AEsstESLIC A - B RBAFEERIT A4 F (IPA)
https://www.ipa.go.jp/files/000085024.pdf

PSIRT Services Framework 1.0 HZAZEhR
https://www.first.org/standards/frameworks/psirts/FIRST_PSIRT_Services_Fra
mework_v1.0_jp.pdf

77IVY

HOARMEZRCY 7 b7 2 TEHRBONTORAMOfEHUEZERHT 5, X2 VT47T
2 b

IPA https://www.ipa.go.jp/security/vuln/fuzz_fag.html

Ly —EERSR
BEODYAN—tF2UT A DBREICHLTT vy 7T — FRIZBEENRREDE
BAFERCRECEAVERES ©. RERBLIEDOERICHL L LR,

IMDRF # 4 &~ Z#1:R
L, —EMEIE
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