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N=EFa2 )T 4 DA T ME, BERESERUREESR Y U —27 2ERTEBICT S
LT, AR THERICBIT5RE 7T ORME P S ETEZREEH D5, Thb
DA VT v ME, BHRURRNADEIE, m$%XiKﬁ@&%ﬁ ANFEDFAEIT
XV, BERBCEDSTREND D,

AVAFTRIBORRESRE ~NAF T F, a—F, WONCHEEN B RO
HHEE L EDETOEMREL. EREBROY A N—tF2 ) F 1 AL TERELS
E?éo$ﬁ4ﬁyxm\é%%%mﬁﬁf\%4N~?%19?4%ﬁﬁﬁﬁi%¢'
B DFENCETHEMER L., SREZVEI A -, BEXEIES2TFH
LT, ERESREZHREL CTEX 2T 0T 2000 FRERET I LEER LTV,

NNVRTT DY A 8=k F 2 )T 4 OFRAIROERICET 2 BERESRIX. BERZE2RV
ERBEROMRRL EICHER T DINETH DS, L, BEEERICET 2 ERES
DY ANR—EFX 2 )T IR IBRIIEECR 2 TR, EREERICESTWVARN,

# IMDRF #A &A1k, ERBEOVA S—t X2 )T 2 cBT23ERBEA3K 5 -
DO—RBRNERANTSF 7T 4 AT HZELEZENE TS, AXETIE, BEHE
BERUAEZ ENEFN 2ERD 3EICBWTERET 5, 4EHTIE, EREROYA/—
X2 ) F 4 O—REANCOWTERR L, STEHED 6 HTIX, ERESEOY A \—t%
2V T 4 BT AHRATEBER OHRBEERICBITARA NTFF 7T 4 ROV TEL
OHEIREIR 2 TEBMRE RT3, TRFIERICOVWTIE, ZICERBSRELEEE I
EkT 5, HREEEICONTHE, £ COBELEREICH T FHEEELERT 5,

- AXEL, IMDRF BERR LTZEBREESR O A N—EX 2 VF 2 1L LIzB DT A

L BURTHBN, BX2 )T 4IZOWTIRAELSRETT 2 LT8R+ % IMDRF XX& L
LT [IMDRF/GRRP WG/N47 FINAL: 2018 MZiF b5, WUEXEILX, BEEBEREV
5207 (In Vitro Diagnostic : IVD) EFHERR ORFHEOEEICB VW THRETNEH
ABEGEELZREL VD, TNOOERBEHREEEIX, ERBROETAS 717V
(Total Product Life Cycle : TPLC) (2> T, AATA XL R LIIZBRTEHZ L NEE
LV, FOMOBEEXETHS [IMDRF/SaMD WG/N12 FINAL: 2014] @ 9.3 T T,
BEEEZBRTHIEOEREX 2V T 4 OEBHRICOVWTEEREINTEY, EFEMEY 7
=7 (Software as Medical Device : SaMD) DSt ¥ = VT 4 u%ﬁ@?‘é oD
BRXELHLNTWS, -

INGT O 5.8TEIZIE, RIET 7 EA N b ORES, Hltxa )T A RUFAA—kXa )5  OEER
BREERERINLTEY., Eﬁ%ﬁ@é747%4&w CEST, KA TV REFITBBTE L
PEFE LY,
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PAN—EF2 )T 4 DAV T b BEREAOKESHREICOWT, BREEZHEX
BRI &L B 72 DBV ERIEF DR ) o —E{RET 5,

ks, BRI OREEOA E DM LT, EMORNEERLEL R BT &
WCEBETALERD S,

3.0 B

AXETAVSRBERCESE. UTICR LELEK, B0 IMDRF/GRRP WG/N47
FINAL: 2018 IZ¥#5° %, ; y

3.1
32
33

34

3.5

3.6

3.7

3.8

ERE (Asset) : A, B IBAFIC &oﬂﬁﬁé@%é WEE 3T /&/vﬁ;ﬁ;
Dx T 45 4 (ISO/NEC JTC 1/SC 41 N0317, 2017-11-12)

WE (Attack) : BEOHRE, BE. WA, &b, BH. BRI TWAR
W7 72 L iMERORA (ISO/MEC 27000:2018)

20sE  (Authentication) : =T 4T 4 OBEOEYSMICET S %?E@%ﬁi‘ .
(ISO/IEC 27000:2018) ) .

EIE (Authenticity) : =27 47 4 D&M (ISO/MEC 27000:2018)

1@5&@5 (Authorization) : $HEDFHE, T—F RUMERIZT 7 ¥ A TH0 DK
EHETHZEEET, (SO27789:2013)

HERT : ISO 74982 DEER (EF| D5 7&tz1ﬁbcgd%7&fxmﬁu>&ﬁ
EYB5ZLeEwD) ICHKT S, |

A (Availability) : ERT B VT AT 4 ~DT JE R KO O T
(ISO/IEC 27000:2018) ‘

MEMYR7arybae—VFEE (M5EMFE)  (Compensating Risk Control

Measure (Compensating Control)) : H#ERERETO—# L LTEBIhB Y X7 ar b+

o—VEEROREE LT, X i%nm%ﬁ@énm\%‘* CERENBREDY A
7 ar bu—FE (AAMI TIR97:2019)

BEMENY R 20 b O— A REE LTH, BEEEMRET 5T v 77— |
% AW UL BRI B ) 8D,

B (Confidentiality) : R S TW2UMEA, LT AT 4 RETRERL
LT, BHEERES, EHSERWVEM (ISO/MEC 27000:2018)
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320 B (Threat) : £ =54 2EEL. AEL3 SR LELRI. &, 78
NIIBRENFET I RO 2 VT BROREM (ISO/IEC Guide 120)

3.21 BELET Y Y (Threat Modeling) : 5 —Z OfEE, WiE. AT —vr x4E
EOF T AT Al Fg%&iﬁTwﬁwhéﬁﬁXi§%&%%# 2T 570
DT 7 m+E A (ISO/NEC/IEEE 24765-2017 7 S )

322 7y 77—t (Update) : EREEERY 7 hU =T 2R L LIEE. T8, &
XitFmebicBT KR

YERC 1 ISO/IEC 14764:2006 IZHET DY 7 bV = 7T RFIEBICHIKT 5.
HEE2: Ty 77— MIE, Ny FRUREEENEEND,

MR 3 WK USERILIC BT B BRI RIS 2o Te Y 7 b = 7 DA
Ths, - ,

3.23 NYF—3 g (Validation) : BEABEMZIBRT I LICk-T, BT A6
AXEERCET2EREERARZENTWEZ L 2HEETA 2 (ISO
9000:2015) ’ - S - :

B 1L "NUF—RER"EE. ANV F—v g R TL’C\NZ;J}:E{»,T@‘*
EiL2: NYTF—va i, EREIEERECERINS,

324 WIE (Verification) : FBMAMAETT 5= Lic ko T, REEREESEL
EhTwnwasz &%%wféca(mmmc&mwn

R 1 BRIEEOT DICLER BB LT, BREBROIIN, BB 55
%Xmi%@vaa~%@#%v&5:aﬁ%5

HERE 2: BREEDT® J‘Tbﬂé/ﬁﬁb = ﬁ%i&j’utz <‘:HZ ‘ith) BB D,
TR 3 "@?E%J%" X, RREASET L'Cb\é«ﬂiﬁn%f‘rﬁ“o

3.25 M35tk (Vulnerability) : — 2Ll EOBBIC ioT%%éhéT %@%5§&X
IIEBEEOFHA (ISO/MEC 27000:2018)

4.0 — % E R

KBTI, ERSELERE, B BA. BRT A RCELBRENRET . ER
MR R—t o ) 7 1CBIT B —REEHRBIZ R, ANA F L AOLEEEL
THRRENTWAYERNILX, EREEBBOSBRRYI A NN—Fa2 )T s 2HLEEES
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Xa 7T A RREEBLEZTANRN—tXa T DA T b, BEEOHERMEICHT
DHMARPaIa=lr—varkMbd a2, BHREEGSHHE (Information
Sharing Analysis Organizations : ISAOs) I[ZTEMBEICEM T2 Z EN@EHEN D, ZD Xk
5&W0mﬁ%ﬁogkf B ER LS EDZENTES, AT TIT4RE
THEIND S H—2>DBFRIEFFIEL LT, BROLRESREOBRRRET LN 3,
in BEEEE DB TR ANAT T Tasg FRVEFREBHEL —PFIC b YR o—
ZEAT S LI, I:/ZTA kof%ﬁﬁ&&@aé HAIEBICIL, BERZE
 ZERANCRE L. MR S0, S ORBIL R L ERIEF TS BRSNS,

505%&%&4ﬂ~f%:0?4@$%%?@$@

EREBEBEOVAN—EX2 VT 41X, BROET A 7V A I MZES TREMT 2 Z &8
BF L, WEEEPEREROTIRMOR BB R URBR I T & BERER
N5, TRATOERITIE, 1) X =2 ) 7 A BEZRRICHAATLZ &, 2) FRETE
DYAIX VAV MRERHEATLOI L, 3) EXa ) TR, BEREBLEXo
TIOERT 5 20— PIcxtT 5 AR 2 ERBHR OTHIREEB O D O E % ST
THZENEEND, BEEFIT, ROTIRIEREZRIT 5, BERLZEBY O

‘VﬂﬁfﬁumK AEMICTFRITEREEROV T L E2RETT5 2 &#gibwou
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BEET ) V%, BREBRETHA N —EX 2 )T 4 BB RST A2 it X o T,
CSEMRTIREEBROLEIT) L0 bREREOFREL L VBT 2 - LRTHETH
B, ZOXDREREA Ty M, BREROMHIE, REFREERBRUIATRATR UK
BDYRTRIRA L PRIRE, %%@747#4&»%@Lt&&&&% BWTE
MmIhb,

X2 )T A BEREES, T4 7 A7 NVOF ﬁfan@¥*$@ﬁ%®&%T%E
THZLENREELY, EXa VT4 BREEROEX 2V T4V X7 ay ba—VFRE
DOFEHIR L L TiE. AAMI TIR 57:2016, IEC TR 80001-2-2, IEC TR 80001-2-8, ISO
27000 > ) — X, NIST FlfT# (X =27 Y7 bu=TH¥ 7L —ALU—7 (Secure
Software Development Frameworki: SSDF) %) . OWASP Fli7# GREHERAICE-S< &
¥2VT 4%) . ENISA FIfTH, kE~NVATF7TRUARBEESHHABES
(Healthcare and Public Health Sector Coordinating Council : HSCC) &RV A /S—&F =
V54T —%2 77— (Joint Cyber Security. Workmg Group : JCWG) OFiT#H (&
Hk%1)74ﬂﬁ%)%#&é ,

B I AR DR CEE T - b RS LVEERAIRE 1IoR L, [BL.
2 1IIEARY X M EWET 5 bO TR, B ETHHRTHD,
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DYEFFEDOBR TR, BHREPEAINEEEOBERENERS2EEL T, BE
EEDY R ZIBICENTHZ EREE LY, ZOSFICRBOTIE, B ER Y
2B OV THREAT D Z EREE LY,

V2 ZEMIZBWTIL, RETZBEETV v, BEME. BMERVKRIIRR & B
THZEREY, VAIRBEENCR VA FENBEXFaTREBHT—FT7F v %
W5 LRNEETHS, ZOMETIX, ¥Xa VT4 ) AIFE, BRET) VT
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BEfFED ISO 1497122019 VAR VAV R 7B BRAZEF2 VT A VRIS RIA YV
b7 R BRI ES @@%T)/7@%%@227)/ﬁ%®f%1)74ﬁ
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53 EXx=2V71 8RB

BEEEE T, BB TR AOKRIERONND T—3 3 » OBRMIZIW Tk~ f@EO
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WZ EEFEAT D LI, EF 2V T 4 AV bR ARBRICERE SN TWE I L %
FERT A Z EMNEE LV, YUHHEBR T, BEEBBRSMERA IR RE, N EREES
NEOMOMR IRy P — 7 IZERSNIBELZEZERTIZENLEE LY, Y7
U7 OARREAEETERL, REEZR/METEREDIC, VT MU =T ORGEEAN A #E
BT2Z e/ #REND, ERESRN, BERINEBEMOMESEMICH U TREFE AT
HHZEERARLTIZELEETHS, INETOIEDIL, V7 My = TREBROWE
VIial—varE vFXa )T AFMET 0 Y A IZAERERIR L b EREEIC
BWHTA2ZENREBELY, X274 RREIT, EXaT7RERTIV—LTU—7 21
T B3 =R bO—2Th %, BREBRICEHTI2HRFEFEROEMIL. 5.1 TBITRTH
BEROMERELZ SBT3 LRV, BEEERZER TN ULV OBEREEELUTIC
I GNE RN

e BEARERZBWTYH, BEROMRHM XY 7 Py =T ORRICHOWVWT, Y7 =T
AVER=FR U REEV 2 VDI =Ty MRREEET D, EMBIREXY T4
RBRE LT, B o — N, BIR0MNT. BEMRER, BHEX Xy, Y7 b
TeT aryRYY g VIEIFERET NS,

o BATAVMEOHNMREX2 )T 4 5N EEHET 5, BINHREX2 )T 45 S
LT, 77 X7 A MER AV ERAOEBMOEEIIR LT 7 AV, BE,
FeFRARY b, BN R zTOLIRAIORIH LE I L ZRET
MRS L b OF = v 7 ERET BB,

o MEBMFMEIT Y. BBMEFTEE LT, NY 7 MRS, E&@@J NS aca
LHESEDEEST. HAFEROKFE, WHEOEENIRMENZT N5,

54 TPLCHANR—t%alF4wXTAY NBHE

FANRN—¥ XY T OBEIFGERICEL LTV D, BEEER, 8BRS 794
INDEEEBLIEYAN—EF2 )T 4RV A L FHEO—RE LT, BHERV
BAEBBRICER. FE. ST 52 EREE LV, MG OTIRREME CHEZ
BT 2 Z L2 LV, £, BT, MEEFOEBEATEOHE 2RI
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. X2 TRBEEHVIMBRORILD BV IXIR T BT 2, Tk a TR
REEIENVY=THE, Tr7ATVF—NT 74T U+—NVHAL FUA FY R
M, BX 2T 4 AR RARTA—F] 0L FNTA—F PBEEEX2) T 4
BRHED Y RRAV ME#EL ST,

o DEREZHELT, BF2T7 A%y -2 EEORBR O — AR HEEICT 575
DEHRIFER, WU #4A—t%;)74%%&1&4//7/meﬁgmt
DR H B BT 5 2 — P~ IR

o XV TAERPRHSNBEIT, EREREXIIXBUV AT AR —FICRE
% BET B RIS AP, t#z)r4$%@ﬁﬁ&bfi RELE®E, Xv
NO—JBE, alAVRIT, RAOZ VT 4T AR THIEREEEORE NS
T4 v BRETFEND,

. WEShIMHEL— VR, ERMEORER L. BT 50 0H DY

o B AR PR, MEEEN LT v TF— N EA T E— FLTA LR ke
B b BRI RFIEORE, BEISLT. vXa )7 REIEERES
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111mei¥

1. Software as a Medical Device: Possible Framework for Risk Categotiiation and
Corresponding Considerations IMDRF/SaMD WG/N12:2014 (September 2014)

2. Essential Principles of Safety‘ and Performance of Medical Devices and IVD Medical
Devices IMDRF/GRRP WG/N47 FINAL:2018 (November 2018)

7.2 ﬁ?&
3. AAMITIR57:2016 Principles fdr medical device security—_Risk management

4. AAMI TIR 97:2019, Prm01p1es for medical device security——Postmarket risk management ‘
for device manufacturers '

5. IEC 60601-1:2005+AMD1:2012, Medical electrical equipment - Part 1: General |
- requirements for basic safety and essential petformance : '

6. IEC 62304:2006/AMD 1:2015, Medical device software — Software llfC cycle processes

7. IEC 62366 1:2015, Medical devices - Part 1: Application of usability engineering to medical
devices :

8. IEC 80001-1:2010, Application of risk management for IT-networks incorporating medical
devices - Part 1: Roles, responsibilities and activities

9. IEC TR 80001-2-2:2012, Application of risk management for IT-networks incorporating
medical devices - Part 2-2: Guidance for the disclosure and communication of medical
device security needs, risks and controls

10. IEC TR 80001—2 8: 2016 Apphcat1on of I‘lSk management for IT-networks incorporating
medical devices — Part 2-8: Application guidance — Guldance on standards for establishing
the security capabilities identified in IEC 80001-2-2

11. ISO 13485:2016, Medlcal devices — Quallty management systems — Requirements for
regulatory purposes

12.ISO 1497 1:2019, Medical devices — Application of risk management to medical devices -

2020/3/18 : Page 43 of 51



https.//www.ajha.or.jp/topics/admininfo/

IMDRF/CYBER WG/N60FINAL:2020

27.FDA: Cybersecurity for Networked Medical Devices Containing Off-the-Shelf (OTS)
Software (January 2005)

28. FDA: Design Considerations for Devices Intended for Home Use (November 2014)
29. FDA: Postmarket Management of Cybersecurity in Medical Devices (December 2016)

30. Germany: Cyber Security Requirements for Network-Connected Medical Devices
(November 2018) ‘

31. Health Canada: Pre-market Requirements for Medical Device Cybersecurity (June 2019)

32. SERR 27 4 4 B 28 BATERAES T 042855 1B - KARH 042858 1 & EANEHE
RKEEESEE - EEXALRZEXNEERERD TEREBIIBIT A2 A—kFa
U 4 OFERITDOVWT

C33.RK 304E 7 A 24 BAHERAMESESRE 0724 1 B - BRERR 07245 15 . EES @A
EX - AEHEREREBSEEETERER - EXRZSXRRERM FE%JI%%@%M
N—tFxa VT 2 OMRIZETEHTA F L RZ2NWT]

34. Smgapore Standards Council Technical Reference 67: Medlcal device cybersecurlty (2018)
35. TGA Medrcal device cybersecurity - Consumer mformatlon (July 2019)
. 36. TGA: Medical device cybersecurity guidance for mdustry (July 2019) .

37. TGA: Medical device cybersecurity information for users (July 2019)

74 EOMORHEUSHEIR

38. CERT® Guide to Coordinated Vulnerability Disclosure
https://resources.sei.cmu.edu/asset files/SpecialReport/2017 .003 001 503340.pdf

39. The NIST Cybersecurity Framework
https://www.nist.gov/cyberframework

40. NIST’s Secure Software Development Framework (SSDF)
https://csre.nist.gov/CSRC/media/Publications/white-paper/20 19/06/07/m1t1gat1ng—rlsk-of-

_ software-vulnerabilities-with-ssdf/draft/documents/ssdf-for-mitigating-risk-of-software-
* vulns-draft.pdf :

41. Medical Devrce and Health IT Joint Security Plan (J anuary 2019)
https://healthsectorcouncil.org/wp- content/uploads/2019/01/HSCC—MEDTECH—JSP—V1 Ddf ‘

42. MITRE medical device cybersecurity playbook (October 2018)
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E]S - :
Japan Computer Emergency Response Team/Coordination Center(JPCERT =2—5" 1 r—3 =

> & % —JPCERT/CC)
https://www jpcert.or jp/vh/top.html or https://www.jpcert.or.jp/english/

YU HR—=IV
SingCERT ,
https://www.csa.gov.sg/singcert/news/advisories-alerts

KE . ‘
Industrial Control Systems CERT(BEZH|HH 2 2 7 A CERT:ICS-CERT)
https://www.us-cert.gov/ics

US CERT(CERT ¥ )
https://www.us-cert.gov/
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